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Attacks on Anonymous Communications

Mean Squared Error in the estimation of the sender profile of    : 

 Rounds
observed

Mix
threshold

Attack Performance

Experimental results:

ρ = 20.000 rounds
N = 100 users
fi = 1/N 
t = 10 messages 

Meet the family of Statistical Disclosure Attacks
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System Model and Problem Statement

An adversary observes ρ communication rounds and wants to estimate the sending profile of

Statistical Disclosure Attack family
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Estimate both    's and     's sending profiles simultaneously, using
information from all rounds, following the approach of SDA1
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SDA's idea: separate    
from the rest of the users:

Least Squares Disclosure Attack (LSDA)
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New! New!
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Estimate the sending profiles of all users simultaneously, using information from all rounds
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